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1. Wireshark 
2. Cain & Abel 
3. Backtrack 
4. Truecrypt 
5. Metasploit 
6. OSSEC 
7. Nmap 
8. Nessus 
9. OpenVas 
10. Snort 

 
 
Upcoming Events: 
 
• DFIR Online 

February 21, 2013 8:00pm EST 
Dave Klieman – Windows Log File 
Analysis in Depth 

 
• SC Magazine Awards 

February 26, 2013 7:30pm PST 
InterContinental San Francisco, CA 
 

• RSA Conference 
February 25-March 1, 2013 
San Francisco, CA 
  

• FVTC ICAC – Investigative 
Techniques Training 
February 25th – March 1st, 2013 
Hosted by The LCDI at  
Champlain College Lakeside 
Campus 

 
• DFIR Online 

March 21, 2013 8:00pm EST 
David Cowen – Exploiting NTFS for 
anti-anti forensics 

 
 
 
 

Year-to-Date Metrics 
 

• Completed 19 data recovery 
jobs for Champlain College 
faculty, staff, and students 
 

• Examined over 21 terabytes 
of data. 

 

• Conducted over 3000 hours 
of Research & Development   

• Completed 10 Forensic 
Investigation cases for clients 
outside of Champlain 
College. 

 

• Staffed by 5 Student Interns 
and 17 Student Employees 

The Senator Patrick Leahy Center for Digital 
Investigation (LCDI) is a world-class laboratory 
designed to international standards, focused on 
establishing and assisting with public and 
private sector initiatives surrounding 
cybercrime, digital forensics, and information 
assurance. As a leader in Digital Forensics in 
higher education, Champlain College offers 
students an opportunity to learn more while 
participating in “real lab work” at both the 
undergraduate and graduate levels.  
 

12 
DECEMBER 

2011 

LCDI 
175 Lakeside Avenue, 300A 

Burlington, VT 05401 
802-865-5744 office   

The Senator Patrick Leahy Center for Digital Investigation is pleased 
to announce that the Computer and Digital Forensic programs at 

Champlain College have been nominated as the Best CyberSecurity 
programs in the United States of America.  

Champlain College is a finalist for the Professional Awards in the category 
of Best Cyber Security Higher Education Program in the country.  According to 
the SC Magazine, this award is given to the “best cyber security undergraduate 
or higher education program that currently has a cyber-security degree program. 
“Qualification for finalists is based on the quality of instruction, programs and 
how well these prepare students for the marketplace.” Champlain College is the 
only small private school nominated with Computer and Digital Forensic B.S and 
M.S degree programs. The Senator Patrick Leahy Center for Digital 
Investigation has also helped sponsor this event and is sending a team of 
Champlain College representatives to the awards ceremony. 

Winners will be announced at the dinner and award ceremony held at the 
InterContinental in San Francisco, CA February 26th at 7:30pm PST.  

 
For More Information Click Here 

 

Data Recovery 

Have you ever deleted a file by mistake? 
Has your hard drive ever stopped working? Did 
the computer repair shop tell you they couldn’t 
help get your data back? If you answered YES to 
any of the above, then you need to bring your 
digital device to the professionals. Let our world-
class team discuss your options with clear and 
measurable results. The LCDI does a number of 
data recovery jobs for the Champlain College IS 
Department’s Help Desk.  Our expertise in data 
recovery assists the Help Desk expedite jobs, 
and the LCDI offers this service to all 
departments, faculty, staff, and students at 
Champlain College.  If you have lost data, come 
see us and let our team work on your problem. 
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Spring 2013 
Volume 2, Issue 2 

10 Open Source    
Tools to Try 
 

http://www.writeblocked.org/dfironline.html
http://www.computerforensicsllc.com/
http://awards.scmagazine.com/ceremony
http://www.rsaconference.com/
https://www.ncjtc.org/ICAC/Courses/Onsite/ICAC-IT/Pages/default.aspx
https://www.ncjtc.org/ICAC/Courses/Onsite/ICAC-IT/Pages/default.aspx
http://computerforensics.champlain.edu/leahy-center-digital-investigation
http://www.writeblocked.org/dfironline.html
http://hackingexposedcomputerforensicsblog.blogspot.com/
http://readme.readmedia.com/Computer-Forensics-Digital-Investigation-Program-Named-Finalist-in-2013-SC-Magazines-SC-Professional-Awards/5146884
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Trevin Mowery 
 

Trevin Mowery is a senior from Swanton, Vermont majoring 
in Computer and Digital Forensics at Champlain College. Trevin 
works as a Student Worker at LCDI, where he is involved with case 
work. Currently, Trevin is working on two cases. 
  

Outside of the LCDI, Trevin is a member of Champlain 
College Digital Forensics Association. Trevin is also currently 
employed at IBM, where he is a machine operator in the 
manufacturing department. 
  

Trevin chose to pursue a degree in Digital Forensics 
because he has always been interested in computers and law 
enforcement.  He saw this field of study particularly interesting 
because he will be able to bring those interests together. Trevin is an 
AccessData Certified Examiner. After Champlain, Trevin wants to 
work for a forensic consulting firm to gain experience and eventually 
work for the FBI. 

David Thomas 
 

David Thomas is a freshman from Manchester, CT majoring 
in Computer and Digital Forensics at Champlain College. David 
works as a Student Worker at LCDI, where he is involved in research. 
Currently, David is working on Autopsy 3, which is an open source 
forensics suite that is being compared to EnCase, the current 
standard. 
  

Outside the LCDI, David is a member of the Equestrian 
Club, D&D Club, League of Legends Club, and Ski and Ride club. 
  

David picked Champlain College because he wants to work 
in intelligence and the skills he will learn in his major about 
information gathering and gaining access to protected systems is 
exactly what David will need. He would like to do more work in 
information recovery/gathering both physically and remotely. After 
Champlain, David wants to work in intelligence for the department of 
defense or another government agency. 

Christina Esprit 
 

Christina Esprit is a junior from Naples, FL majoring in 
Computer & Digital Forensics at Champlain College. Christina works 
as a Student Volunteer at LCDI, where she is involved in a research 
project on windows 8. Currently, Christina is working on the VMware 
project, comparing event logs from windows 8 and windows 7 
operating systems. 
  

Outside of LCDI, Christina works at the Office of Diversity. 
She is also a member of DFA, as well as the Women in technology 
and CCA clubs.  Christina has held positions at Resource (Computer 
Deconstruction Assistant), The Ritz Carlton Hotel (Volunteer Pastry 
Kitchen Assistant), and as a Navigant Consultant in London 
(Volunteer Office Assistant). 
  

She picked her major because she was interested in 
computers and law. She looked for a major that combined the two 
subjects, and after researching her options she came up with digital 
forensics. After graduating, Christina would like to work for the FBI in 
the cybercrime unit. Christina holds certifications in completing the 
student ambassador program, level 2 certificates in nutritional diets 
and health foods, level 2 certificates in food safety, and a certificate 
and medal for completing junior chef academy. She would like to 
work more with encase and FTK. 

Anonymity is consistently correlated with internet use. On the internet, 
individuals can pose as someone else or do things they normally wouldn’t. Feeling 
anonymous is important to most people using web browsers for a number of 
reasons, whether it is increased security for online banking or trying to cover up 
something they did.  Private browsing features on popular web browsers provide 
users with the feeling of anonymity. Users utilize these features to feel safer while 
online. Our private browsing project here at the LCDI will help us understand exactly 
how these private browsing functions work. We will be comparing Google Chrome, 
Internet Explorer, and Mozilla Firefox to see features and differences. This will be an 
interesting project to follow because you will be able to see how your favorite 
browser compares to the competitors and gain a better understanding of private 
browsing features.  

       Firefox 
 

   

------------------------------------------------------------------------------------- 
 

The private browsing feature of modern browsers has two primary uses. The 
first is to hide your internet usage on a personal computer.  Since temporary files 
are downloaded, just not kept, the data will not have been overwritten on the drive 
and there will still be some references to your browsing in the registry, but someone 
will have to be experienced or knowledgeable and have prolonged access to your 
hardware to find anything. In essence, you can go about your activities on your 
personal computer without having to worry about someone finding out your activities 
if they use your computer. 

 
The second use of private browsing is for accessing confidential accounts on 

a public computer. Now, we do not mean it will protect a user in a cyber cafe (or 
similar environment), as the issue there is the actual transmitted data, not local 
storage, which will still be able to be picked up by packet sniffers. However, if you 
go to use a public terminal (like at a library) or go to access something at a friend’s 
house, you can go about your business without having to worry about leaving 
behind open accounts or offline data from sensitive webpages. Unfortunately, it 
does not mean you are "safe" by any means, because the real security concern on 
a public terminal is a key logger or other recording device reporting your activities, 
not your browser. 
 

       Safari 

 

 

------------------------------------------------------------------------------------- 
 

The students on the sidebar are conducting the research for the private 
browsing project. So far, they have been generating data for the Chrome browser. 
Generating a variety of data on Chrome’s incognito mode will help them analyze 
how effective the private browsing mode is and what is left by the browser. After 
analyzing the data, we can then compare that data with data generated using 
normal browser functions; and use this to compare between the three different 
browsers.   

 
Private browsing can be useful for hiding your internet activity while browsing. 

When you want extra security on browsers for banks, online shopping, and personal 
information, users can enable this feature. At this point in time, determining how 
useful these private browsing is limited. However, as this project progresses, the 
team will hopefully be able to determine the usefulness for private browsing.  

Chrome 

LCDI’s Project in the Spotlight:   
             Private Browsing Forensics 



  

LCDI SPRING 2013     Editor: Joseph Williams | Designer: Bonnie Bohan   

Q&A 
With LCDI’s Technical Writer, 

Carolyn Cote

 

Carolyn Cote is a freshman from Uxbridge, 
Massachusetts majoring in Professional Writing 
at Champlain College. Carolyn works as a 
Student Worker at LCDI, where she is involved 
as a technical writer. Currently Carolyn is 
working on revising the standard operating 
guidelines. 
 
 Q: Intro about you:  

I’m Carolyn Cote. I’m a freshman here at 
Champlain College studying professional 
writing, and I work here at the LCDI as a 
technical writer. 
 
 
Q: Projects you have worked on at LCDI 
and/or stuff you do at LCDI: 
I work as a technical writer meaning I polish up 
written works such as emails, blog posts, and 
documents sent out or published by the LCDI. 
 
 
Q: What would be your dream job after 
graduation? 
My dream is to be a music journalist 
specializing in alternative and independent 
music. 
 
 
Q: What’s your favorite part about working 
at the Leahy Center?  
I learn something new every time I work on a 
project. Everything is really cutting edge and 
fascinating. 
 
 
Q: What is your favorite thing to do outside 
of class and work? 
I love music. I sing, and I need to go to at least 
a concert a month in order to stay sane. 
 
 
Q: What is the biggest challenge you have 
faced in your major 
I had a few doubts about my own ability the 
first few weeks, but I’m becoming a stronger 
writer as a result of the program here and my 
dedication to becoming the type of writer I 
want to be. 
 
 
Q: Where would you like to intern in the 
future? 
Interning at Alternative Press in Ohio would be 
amazing. They’re an alternative rock magazine 
I’ve been reading for four years. 
 
 
Q: How did you get started in digital 
forensics? 
I wanted a job where I could write for money 
and have some interest in my subject matter. I 
was at the job fair and two nice boys at the 
LCDI table called me over and told me to apply 
because they needed someone to edit their 
computer talk. It was a good decision on my 
part to take them up on that. 

Life as a CDF Major – David Leberfinger  ‘16 

Coming to Champlain College as a Computer and Digital Forensics freshman 
has been a rewarding and fascinating experience. When I arrived on campus 
 in August, I knew little about digital forensics and was unsure  if it was  
for me. However, in the time I have been here I have learned so much. At first,  
I was drawn to the digital forensics program by my head and my heart: my love of technology and 
the knowledge that a job in a technology driven field would be stable and pay well. My prior 
knowledge of technology has given me an advantage, but the courses and professors are 
informative and helpful enough that anyone, regardless of prior knowledge, can excel. Throughout 
the past semester, in my classes and at my job at the Senator Patrick Leahy Center for Digital 
Investigation (LCDI), I have learned more about the digital forensics field and it is now clear to me 
that I want to stay in the digital forensics field. While my classes have taught me about the laws and 
the methodology behind digital forensics, my job at the LCDI has been the most rewarding part of 
my education. At the LCDI, I have received hands on experience with the tools that I will be using 
later in life, in the workforce. Together my classes and my job have meshed together to form an 
amazing education that I believe is second to none.  
 

Current Projects at LCDI 
Timeline 
Lead: Christine Casey 
Team Members: Kyle Porto & Olivia Hatalsky 
The purpose of this project is to evaluate how the tool log2timeline works.  We set up a test 
computer with a brand new operating system and then generated traffic on the computer 
by logging in and out, browsing web pages, downloading programs, and creating 
documents.  We recorded all of our activity into a spreadsheet including the date, time, and 
what was done.  After, we imaged the test computer’s hard drive using EnCase. The image 
was copied into a SIFT Workstation virtual machine and mounted.  Once the image was 
mounted, it was used to create a Super Timeline with the tool log2timeline.  The results of 
the Super Timeline were then compared to the spreadsheet and analyzed. 
 

Android Forensics 
Lead: Maegan Katz 
Team Members: Olivia Hatalsky & David Leberfinger 
Smart phones have become a part of many people’s everyday lives because of their ability 
to perform so many functions, such as:  sending text messages and emails, browsing the 
internet, taking pictures and videos, and downloading and using applications. Currently, 
Android is the number one smartphone platform. With such a large share of the market, it 
is important to understand how to perform forensics on Android devices. 
The main purpose of this project is to learn more about Android forensics, allowing for 
more successful analyses of mobile devices. Android OS is widely used, so it is important 
to understand how to work with it forensically. This means understanding the structure of 
the phones being used, as well as understanding the Android Operating System and the 
file system.  The main tool being used for research is a Cellebrite UFED Physical Pro. The 
purpose of using this tool is to better understand what its capabilities are when working 
with an Android phone. This also allows us to work through any technical issues before the 
tool is applied to a real case. 
 

Tool Validation - Tapeworm  
Lead: Ethan Fleisher 
Team Members: Julie Desautels, Chapin Bryce, and Jacob Priest 
TAPEWORM, short for TASC Pre-processing Exploitation & Workflow Management 
system, is an open source forensic software suite. The idea behind TAPEWORM was to 
create a software program that combines multiple open source forensic tools in a system 
that is user friendly, free, and easy to set up and run. The interns at the LCDI devoted the 
entire summer and first month of the school year to making this idea a reality. The product 
itself is a 64 bit Xubuntu-based Virtual Machine. The two programmers created a custom 
GUI, written in the Python programming language, which ties together the different open 
source tools and allows the user to run them all at once. The product was officially 
released in October at the Open Source Digital Forensics Conference, which took place in 
Chantilly, Virginia. 
 



 
 

 
 
     

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
http://lcdi.champlain.edu 

 

 
http://www.facebook.com/LeahyCDI 

 

 
https://twitter.com/@champforensic 

 

 
http://computerforensics.champlain.edu/ 

contact-info-computer-forensics 
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1. Make sure you have an Antivirus, Firewall, and Antispyware installed. 

2. Stay away from illegal/questionable sites. 

3. Be alert to what is going on with your computer. Any unusual activity is the first sign of trouble. 

4. Set your Internet browser so that you are notified anytime a program attempts to download. 

5. Do not click on anything you do not know or trust. 

5 Tips for Stopping Malware 
 

Student Team Model  

LCDI - Senator Patrick Leahy  
Center for Digital Investigation 

Champlain College 
Phone: (802) 865-5744 
Email: LCDI@champlain.edu 
Address: 175 Lakeside Avenue, 
300A Burlington, VT 05401 

 

OSForensics 
Lead: Colby Lahaie 
Team Members: Kyle Porto & David Leberfinger 
OSForensics has a number of unique features which are making the discovery of relevant 
forensic data even faster. Some of these features include high-performance deep file searching 
and indexing, e-mail and e-mail archive searching, and the ability to analyze recent system 
activity and active memory. OSForensics can build and let you view an events timeline, which 
shows you the context and time of activities. You can even recover data and files that have been 
deleted by users.  We are going to be testing and comparing OSForensics to EnCase v7, one of 
the most widely used tools in the computer forensics field. 
 

The Senator Patrick Leahy 
Center for Digital 
Investigation is leading the 
way in forensic education 
and training in the Vermont 
area. 
 
Champlain College students 
who work at The LCDI get 
hands on experience 
working and researching 
cases from start to 
completion. Our students 
work in a “Student Team 
Model,” where a Champlain 
College fourth or third year 
student leads a team of 
students working on cases 
at The LCDI. 
 
The LCDI is open to all 
Champlain College students 
who need a place get help 
on forensic projects.  
 

Our faculty, staff 
and students 

are here to help! 
 

Other Projects 
Lead: Various 
Team Members: Various 
For a full list of all the LCDI’s projects, to view past projects, or to stay up to date on our current 
projects, please visit our website. 

http://lcdi.champlain.edu/
http://www.facebook.com/LeahyCDI
https://twitter.com/@champforensic
http://computerforensics.champlain.edu/contact-info-computer-forensics
http://computerforensics.champlain.edu/contact-info-computer-forensics
http://lcdi.champlain.edu/
http://www.facebook.com/LeahyCDI
https://twitter.com/
http://computerforensics.champlain.edu/contact-info-computer-forensics

